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METHOD OF SECURE SERVER CONTROL OF LOCAL MEDIA 

VIA A TRIGGER THROUGH A NETWORK FOR INSTANT LOCAL ACCESS 
OF ENCRYPTED DATA ON LOCAL MEDIA 

A portion of the disclosure of this patent document 
contains material which is subject to copyright protection. 
The copyrighit owner has no objection to facsimile reproduc- 
tion by anyone of the patent document or the patent disclo- 
sure, as it appears in the Patent & Trademark Office patent 
file or records , but otherwise reserves all copyright rights 
whatsoever . 

BACKGROUND OF THE INVENTION 

The present invention is directed to a method of trans- 
mitting "triggering data" over a network to cause video 
and/or audio information data on a CD-ROM at an end-user's 
computer to be made readable. In addition, the CD-ROM com- 
prises program files for automatically dialing and connecting 
the end-user's computer to a targeted host's server using an 
operating system such as "Windows 95". The CD-ROM will only 
allow the end-user access to the video/and or audio on it by 
logging onto the host 1 s server via a network such as the 
Internet . 

The Internet is a conglomeration of computer networks 
that are linked together. Each network of the Internet may 
have one or more servers, and an operating system that may be 
different from that of others in the Internet. To link one 
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network to another, and in order to overcome these operating 
differences between computer networks, the Internet system 
utilizes hardware and software devices called: bridges, 
routers, and gateways, all of which adapt the information 
being sent on one network to the operating and protocol 
requirements of the receiving network. For example, a gateway 
will connect, or "splice" a network operating on the Novell 
protocol to a network that operates on a DECnet or SNA proto- 
col . 

There are currently more than 10,O0Q computer networks 
that are linked together, worldwide, which together consti- 
tute the "Internet". Because they do not all operate on the 
same operating system, and because of different protocols, 
the data sent from one host computer of one network to a 
receiving computer of another network - which may be many 
thousands of miles away from the host computer - may take a 
relatively long time, since the gateways, bridges and routers 
must conform or adapt the protocol of the sending host com- 
puter to the receiving computer ' s protocol. 

In addition to the time-delays associated with protocol 
variances, the Internet when connecting to an end-user via 
Plain Old Telephone Service (POTS) , has a maximum data- trans- 
mission capacity of 3.6 kbytes per second, which is not 
enough for sending video images in real time . 

The Internet system utilizes two types of file-transfer 
protocols (FTP) for copying a file from a host computer to 
the receiving computer: ASCII and binary. An ASCII file is a 
text file, while every other kind of file is binary. ASCII 
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files are transmitted in seven-digit ASCII codes, while the 
binary files are transmitted in binary code. Because all data 
stored in computer memory is stored in binary format, when 
one sends a file in the Internet, it is sent in binary for- 
mat. However, as discussed above, owing to the data- transmis- 
sion constraints imposed by the Internet system because of 
the differing operating systems, and a multitude of gateways, 
routers, and bridges, the file data must be sent out in 
packets of a size no greater than 1536 bytes. Since the size 
of just a thirty-second video may be as great as 2.5 mega- 
bytes, it may take up to one -half hour or more to send a 
thirty- second video over the Internet from a host computer to 
a receiving computer. Presently, there are compression tech- 
niques that compress the files in order to reduce this play- 
back-time, which data is decompressed at the receiving com- 
puter. An example of such a system is VDOLive, manufactured 
by VDOnet Corp. of Santa Clara, California. However, these 
compression -systems still send the data in binary format, 
requiring packet-data sizes of no greater than 1536 bytes. 
Thus, even with these compression-systems, the length of time 
to receive a thirty-second video over the Internet after 
being buffered in the user's computer is near real time, but 
is unstable, choppy and drops as much as 96% of the video 
data over a conventional phone line. 

In the Internet, there is an electronic-mail delivery 
system called E-mail. The E-mail system utilizes addresses to 
direct a message to the recipient, with each address having a 
mailbox code and a daemon, with the mail box and daemon being 
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separated by the symbol @. In the E-mail delivery system, all 
of the messages or "mail" are routed through selected routers 
and gateways, until it reaches what may be called a "post 
office" that services the recipient to whom the electronic 
mail is to be delivered. The "post office" is a local server. 
The need for these local "post offices" is because there is 
every reason to assume that the recipient -computer, to which 
the mail is being sent, is either not powered up, or is 
performing a different task. Since most computers in the 
Internet are not multi -tasking machines, such as, for exam- 
ple, computers running on the DOS operating system, if such a 
computer be engaged in performing a task, it is not possible 
for it to receive the E-mail data at that time. Thus, the 
local "post office" or server stores the message until such a 
time as it may be delivered to the end-user to whom it is 
intended . 

In the E-mail system, there has really been only one 
format standard for Internet messages. A variation has been 
the MIME version, which stands for Multipurpose Internet Mail 
Extensions, which defines a new header-field, which is in- 
tended for use to send non-text messages, such as multimedia 
messages that might include audio or images, by encoding the 
binary into seven-digit ASCII code. Before MIME, the limita- 
tion of E-mail systems was the fact that it would limit the 
contents of electronic mail messages to relatively short 
lines of seven-bit ASCII. This has forced users to convert 
any non-textual data that they may wish to send into seven- 
bit bytes representable as printable ASCII characters before 
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invoking a. local mail UA (User Agent, a program with which 
human user.s send and receive mail) . Examples of such encod- 
ings currently used in the Internet include pure hexadecimal, 
uuencoded, the 3-in-4 base 64 scheme specified in RFC 1421, 
the Andrew Toolkit Representation [ATK] , and many others. 
Even though a user's UA may not have the capability of deal- 
ing with the non- textual body part, the user might have some 
mechanism external to the UA- that can extract useful informa- 
tion from the body part. Moreover, it does not allow for the 
fact that the message may eventually be gatewayed back into 
an X.400 message handling system (i.e., the X.400 message is 
"tunneled" through Internet mail) , where the non- textual 
information would definitely become useful again. With MIME, 
video and/ox audio data may be sent using the E-mail system. 
MIME uses a number of header- fields , such as "Content -Type" 
header field, which can be used to specify the type and 
subtype of ciata in the body of a message and to fully specify 
the native representation (encoding) of such data; "text" 
Content -Type value header field, which an be used to repre- 
sent textual information in a number of character sets and 
formatted text description languages in a standardized man- 
ner; » mult 1 -part » Content -Type value, which can be used to 
combine several body parts, possibly of differing types of 
data, into a single message; "application" Content-Type 
value, which an be used to transmit application data or 
binary data, and hence, among other users, to implement an 
electronic mail file transfer service; "message" Content-Type 
value, for encapsulating another mail message; "image" Cont- 
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ent-Type value, for transmitting still image (picture) data; 
"audio 11 Content-Type value, for transmitting audio or voice 
data; "video" Content-Type value, for transmitting video or 
moving image data, possibly with audio as part of the com- 
posite video data format; "Content -Transfer-Encoding" header 
field, which can be used to specify an auxiliary encoding 
that was applied to the data in order to allow it to pass 
through mail transport mechanisms which may have data or 
character set limitations. Two additional header fields may 
be used to further describe the data in a message body: The 
"Content- ID" and "Content Description" header fields. 

However, there are considerable drawbacks and deficien- 
cies in transmitting video images and/or audio data over the 
Internet using E-mail's MIME. Firstly, there is often consid- 
erable time delays, such that it may take up to ten or more 
minutes to send a thirty-second video clip over the E-mail 
system. In times of high-traffic usage, the delay may even be 
more than ten minutes. Secondly, the video image or audio 
data cannot be viewed or listened to by the end-user, or 
recipient, until all of the data of the entire video or audio 
file has been received by the receiving computer, which, 
also, adds a considerable time lag to the actual viewing or 
listening. Thirdly, the end-user or recipient computer must 
have the necessary E-mail and MIME software for decoding the 
data. Fourthly, since MIME is an E-mail protocol system, the 
data is transmitted via the E-mail system, meaning that it is 
routed through one or more post offices and servers, which 
delay the transmission of the data, and which require that no 
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other task .be performed by the receiving computer • if it is a 
single- tasking machine, like DOS -operating system machines. 
Fifthly, like all E-mail deliveries/ the requisite E-mail 
software at the recipient computer must decode the encoded 
data received, and then cut-arid-paste the data into a new 
file, such as NOTEPAD, which is time-consuming, before the 
new file is played back by a viewer or player. 

While CD-ROMs provide a great amount of data storage, a 
new disc called DVD-ROM (digital video disk) provides consid- 
erably more data storage, reaching data storage capacities of 
up to 17 GB as compared to 680 MGB for a CD-ROM. This DVD- 
disc has especial usefulness in the storage of archiving data 
and in the storage of video data, such as full-length 
movies. Conventional CD-ROMS do not provide enough storage 
capacity for full-length movies, and the like. In conjunction 
with the DVD-ROM disc, is a new envisioned technology called 
"Zoom-TV", which will prevent the playback of the DVD-ROM 
without first obtaining permission . form a service-provider. 
This service -provider will send the necessary enabling data 
to the system playing the DVD-ROM for allowing the data on 
the DVD-ROM to be played back, for which the user of 'the DVD- 
ROM will be billed, whereby a pay-per-view type of system is 
effected. The user's system for playing the DVD-ROM will call 
the service -provider via the land-line telephone network, 
over which the necessary enabling data for playing the DVD- 
ROM is also transmitted to the user's or requesting system. 
The pay-per-view DVD system will typically include a DVD- 
player , whicra includes a video player such as MPEG- 2, a TV or 
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monitor, and a microprocessor or personal computer. The - user 
will request permission to playback the video on the DVD-ROM 
by calling up the service provider via the public, switched 
telephone network, or PSTN. 

DVD-ROMs containing full-length movies presently are 
provided with parental rating controls, which a three-tier 
format: To wit, a "Kids' Title" playback only, a "Forbid 
Adult Titles" mode, and a "Play All Titles" mode. Each title 
of a DVD-ROM is accorded one of a first, general category 
allowing playback by any of the three modes, a second "Kids" 
category for playback only in the "Kids' Title" playback mode 
and which prevents all other titles including adult titles, 
and a third 11 Forbid -Adult " category for which only adult 
titles are prevented from being played but all other titles 
may be played. For purposes of this application, the first 
general category, allowing complete playback of all titles, 
Is assigned the equivalent code of "1" in its heading, while 
the second Kids' titles only playback mode is assigned a code 
of "2", and the third "Forbid- Adult " category for which only 
adult titles are prevented from being played having a code of 
"3" in its header. The DVD player, such as MPEG- 2, has corre- 
sponding software for detecting the category codes, and 
software for setting the level of playback, whether it be the 
first, second or third mode. 

In additi on to parental control codes , each DVD-ROM also 
has a country code, with the code representing the country of 
manufacture of the DVD-ROM. In conjunction with this, .each 
DVD-player has a country code, with the DVD-player's software 
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preventing play of the DVD-ROM if the country code on the 
DVD-ROM does not match the country code of the DVD-player. 
This system is intended to prevent the illegal copying and 
pirating of the videos on the DVD-ROM. 

Cable-TV networks are well-known. These systems utilize 
a set -top isox converter for receiving the signals from the 
cable-TV provider and playing them back on the TV or monitor. 
Cable-TV networks also now have units that allow access to 
the Internet via the cable network, with such units having 
their own microprocessor for allowing communication with the 
Internet and for the display of Internet data on the TV or 
monitor . 

SUMMARY OF THE INVENTION 

It is the primary objective of the present invention to 
separate keys and data by providing a CD-ROM having its 
informational data of video and/or audio that is crippled, 
which data may only be read after it has been "uncrippled" by 
receiving » uric rippling " triggering data over • the Internet 
from a server of a host system, so that a company's host 
computer serving the Internet may transmit the "uncrippling" 
data over the Internet to an end-user's receiving computer in 
order to unc ripple and, thereby, actuate the CD-ROM, so that 
the data thereon may be read by the end-user's receiving 
computer only in volatile memory such as RAM . 

It is another objective of the present invention to 
enable server control of the local media data by providing 
such a "crippled" CD-ROM with video and/or audio data there-' 
on, whereby content by a company on the Internet may be 
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better controlled, and whereby in conjunction with the cont- 
ent, video and/or audio playback may be combined with any 
updated, textual information, such as current price of a 
product or products, location of a store or stores in the 
vicinity of the end-user's residence, etc. Specific tracks 
on the CD-ROM can thereby be controlled by the remote server. 

It is another objective of the present invention to 
provide such a "crippled" CD-ROM with video and/or audio data 
thereon, whereby the CD-ROM is inherently provided with 
Internet start-up and connecting program that automatically 
and directly connects the end-user's computer to the com- 
pany's or content provider's host server via the Internet, 
whereby, not only does such facilitate and encourage the 
connection of the end-user to the content provider's web 
page, but also provides the content provider with valuable 
marketing information, such as the physical location of the 
caller, whereby selected information unique to that caller 
may be downloaded to him over the Internet, such as name and 
addresses of stores of the company or advertiser nearest to 
the caller, etc. 

It is another objective of the present invention to 
provide such video imaging, with or without audio, such that 
the use of the E-mail system or the Internet system itself 
is entirely obviated. 

It is another objective of the present' invention to 
provide such video imaging, with or without audio, such that 
the data representing the video and/or audio is accessed off 
the end-user's CD-ROM, with the transmitted de-crippling 
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triggering data from the content provider's host .server (URL) 
being a trigger as small as a few bytes. 

It is another objective of the present invention to 
allow by server permission only, the end-user the ability to 
store said trigger on non- volatile media for permanent owner- 
ship of said data. 

It is also an objective of the invention to provide a 
software program in the end-user computer called a "catcher" 
for catching the trigger data such as the file header, decod- 
ing it, and playing the file header data substantially "on 
the fly" , so. that the video and/or audio data on the CD-;ROM 
may be played back on the end-user's computer substantially 
immediately after having received the trigger data. 

It is also an objective of the invention to store both 
the video files and the video player for playing the video 
files in encrypted form at the Web site associated with a 
server of the Internet or Intranet, which encrypted video 
files and video player are downloaded to a requesting comput- 
er having the software decryption keys for the encrypted 
video files and player, whereby the video files are protected 
from unauthorized playback. 

It is also the primary objective of the present inven- 
tion to provide a method and system for implementing the pay- 
per-view DVD-ROM system, whereby the enabling data provided 
to the DVD -player allowing the playback of the DVD-ROM 
(Hyper-DVD) video data is provided to the DVD-player via the 
Internet or via the cable-TV system provider. 

It is also the primary objective of the present inven- 



WO 98/24037 



PCTYUS97/20929 



12 

tion to provide a method and system for playing back DVD-ROMs 
which, system discriminates between DVD-ROM's requiring pay- 
per-view play, and those that are free and do not require 
pay-per-view play. 

It is also the primary objective of the present inven- 
tion to provide a method and system for playing back DVD-ROMs 
which system discriminates between DVD-ROM's requiring pay- 
per-view play, and those that do not, by the use of a special 
code for the header of the DVD-ROM indicating a pay-per-view 
title . 

Toward these and other ends, the method of the invention 
for transmitting the de -crippling triggering data for video 
and/or audio off a CD-ROM ("HyperCD" ) over the Internet 
consists of encoding the data representing critical informa- 
tion of the file keys such as the header of the video/audio 
files on the CD-ROM, and transmitting that encoded key to the 
local server of the local web of the Internet serving the 
caller, or end-user computer. The local server then estab- 
lishes a point-to-point socket -connection between the trans- 
mitting, host computer, and the receiving or end -user comput- 
er, thereby obviating the need to send the actual video data 
over the Internet. When the encoded key is received by the 
receiving, or end-user, computer, the data is decoded and 
matched to the video/audio files of the CD-ROM, whereupon, 
since the data files on the CD-ROM now have an associated and 
complete header, the data thereof may be read, to thus allow 
the instant playback of the video-audio data on the CD-ROM. 

Since the encoded header data that is sent over the 
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Internet is a necessity before the end-user may playback the 
video/audio data from, the CD-ROM , the host computer may send 
along with the encoded data, additional information pertinent 
to the information contained on the CD-ROM, such as current 
prices, special offers or deals, locations of local stores or 
dealers, or any information that the host computer, content 
provider, would like the end-user to receive. 

In order to encourage the end-user to view the 
video/audio, the . CD-ROM is provided with its own Internet 
dial-up program files for connecting to the host web server, 
so that very little time and effort is required on the part 
of the end-user.. 

BRIEF DESCRIPTION OF. THE DRAWINGS 

The invention will be more ■ readily understood with 
reference to the accompanying drawings, wherein: 

Figure 1 is a pictorial representations of the hardware 
systems and software processes used for carrying out the 
present invention; 

Figure 2 is a block diagram showing the hardware of the 
end-user's computer used for carrying out the present inven- 
tion; 

Figure . 3 is a .flow chart at a user f s . computer for ac- 
cessing the trigger-data from a web-site; 

Figure 4 is a flow chart for the server associated with 
the Internet for evaluating the trigger-request from the 
user's computer and. for sending the trigger; 

Figure 5 is a block diagram showing the socket-to-socket 



WO 98/24037 



PCT/US97/20929 



14 

connection for transmitting the de- crippling , triggering key 
for causing the display of the video images and/or audio data 
of a n HyperCD" at the end-user's PC over the Internet from a 
host computer combined with a targeted URLr to a recipient or 
end-user's computer; 

Figure 6 is a block diagram showing the steps for form- 
ing on the CD-ROM the encoded video and audio data for use by 
the end-user recipient computer after having been crippled by 
removing the header- triggering key sent from the media files; 

Figure 7 is a block diagram showing the process of 
triggering in order to invoke "HyperCD" video and/or audio 
data at the receiving computer for playback; 

Figure 8 is a pictorial representation of the hardware 
component and software processing involved; 

Figure 9 is a flow chart showing the server-side of the 
Internet with the encrypted files thereat; 

Figure 10 is a flow chart showing the "catcher" program 
of the invention at the ens-user's computer for playing back 
the receiving data immediately; 

Figure- 11 is a block diagram of the catcher -program 
process ; 

Figure 12 is a block diagram of a modification of the 
invention where instead of using a CD-ROM, the video and/or 
other information is downloaded via the Internet from a Web 
page, which video and/or other information is encrypted with 
a key, with the user's computer storing the corresponding 
decryption key therefor; and 

Figure 13 is a block diagram of the DVD-ROM player 
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system of the invention allowing both pay-per-view DVD-ROM 
play and conventional, non-pay-per-view DVD-ROM play. 



DETAILED DESCRIPTION OF THE INVENTION 

Referring now to the drawings in greater detail/ and to 
Figures 1 and 2 for now, the hardware used to carry out the 
present invention is shown. All of the hardware is conven- 
tional and well-known, and includes an end-user computer 1 
having a CD-ROM drive 2 for playing a CD-ROM 3 having stored 
thereon crippled data 4 that is unreadable without first 
having received a trigger or uncrippling key 5 . The end- 
user's computer 1 is connected via the Internet 6 to a host- 
computer server 7 which has stored thereat the uncrippling or 
triggering key 5 for the information stored on the end-user's 
CD-ROM 3. The end-user's computer 1 has a display and a CPU 9 
and a communication-device , such as a modem 10 for estab- 
lishing communication with the Internet 6 . The computer 1 
also has the CD-ROM drive 2, hard-drive 11, RAM 13, and video 
system 8 including monitor as well as audio system 13. 

Referring to Fig. 3, there is shown the flow charts for 
receiving the uncrippling key. The end-user first submits a 
request over the Internet for the uncrippling key (block 60) . 
The user then waits for that key (block 62) , and if the user 
is not authorized, the request is denied. If the request is 
authorized, then the uncrippling key is sent by the server 
and received by the end-user's computer (block 64), whereupon 
the end-user ' s computer directs the uncrippling key into 
volatile memory such as RAM, not into a RAM-disk to be vis- 
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ible, but' saved in a dynamically allocated data structure in 
RAM accessible only by the receiving program, combined with 
crippled data read from the CD-ROM and displays . the 
video/animation (block 68) . 

Figure 4 shows the process-flow that at the server side. 
The server conventionally provides the web pages to the 
Internet users (block 70) , and awaits a user-request (block 
72) . If a request, is received from an end-user's computer, 
the server evaluates the request (block 74) in order to 
authorize the transfer of the uncrippling key (block 76) . If 
an authorization is granted, then the uncrippling, trigger 
key is sent (block 78) . 

Referring now to Figs. 5-7, video images and/or audio 
are converted from analog to digital and stored in crippled 
fashion in digitized format (block 10) on CD-ROM 3. The 
crippling of the CD-ROM is achieved by removing critical 
information such as the video- audio header, whereupon such 
video/audio data is rendered unreadable by the end-user's 
computer. The "HyperCD" 3 is provided with the URL (web page) 
of the designated host computer, or server, (block 14) , such, 
as for example: http://tekweb.com/hypercd/adver/lotto.html, 
which may be used on the CD-ROM for the Illinois Instant 
Lottery video advertising. Such digitized format may be 
existing computer memory files (block 12) that are already in 
binary format, or may be original files originated by record- 
ing the video and/or audio, as by a camcorder or tape, etc., 
and converting the analog signals into digital, or binary, 
code. In the case of originating files, the analog data may 



WO 98/24037 



PCT/US97/20929 



17 

be converted to digital data using an INTEL "Smart Video 
Reorder Pro", for example.. The raw binary data that is stored 
on the "HyperCD" (block 16) is crippled, so the only way to 
access the data is a socket-to-socket connection with the 
server of tbe web page of the host. By means of the process 
performed in block 14, the CD-ROM contains a code represent- 
ing the URL web page of the host computer where the necessary 
de-crippling; key is located. This data on the CD-ROM 3 will 
automatically call up and connect the end-user's computer to 
the host computer's server 7 on the Internet, whereby a 
socket -to- socket connection is made therebetween (block U8) . 
Such an automatic connection is well-known, and will automat- 
ically finol the end-user's browser, will call the Internet 
service provider, and pass the necessary links from the CD- 
ROM to the browser in order to get to the host 1 s web page . 
Such software is available on the "Windows 95" operating 
system, such as "ActiveX 11 . The host computer then sends back 
to the local server serving the end-user's computer the 
necessary, uncrippling trigger for the specific video/audio 
data on the end-user's CD-ROM (block 20). From the local 
server, the data is sent out directly over the Internet to 
the end-user, and, in particular, to the RAM 12 of the end- 
user's computer (block 22). In RAM, the trigger (block 22), 
and the data on the CD-ROM 3 are combined, and played back 
(block 24) , . as described above. However, as will be explained 
hereinbelow, since the key 5 is being sent via Internet 6, 
the end-user's computer 7 must be equipped with the requisite 
software which is capable of receiving data from the server 7 
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and which will ensure that the received encoded key 5 is 
placed safely in RAM 12, and not allowed to be otherwise 
saved in hard drive 11 where it may be captured and used in a 
way not authorized by the server 7. 

Referring to Figure 6, at the end-user computer end, the 
raw analog data of the audio/video is digitized (block 3 0) , 
as explained above, and stored on CD-ROM 3 by conventional 
techniques . During the storage of the data on the key or 
critical information of the media file such as video-audio 
header associated with the video/audio files will be omitted 
from storage on the CD-ROM, whereupon the CD-ROM is crippled, 
or prevented from being read for playing back the video/audio 
files (block 32) . The CD-ROM is provided with software for 
linking up the host - computer which has the necessary key 5 
for uncrippling the video-audio files 4 on the CD-ROM 3, 
which linking software maps or automatically directs the end- 
user * s computer to the host server via the Internet, such 
linking software having all of the necessary routing informa- 
tion for directing the Internet connection to the host compu- 
ter's server and web page (URL) (Block 34) . The encoding of 
the critical, information such as "Header" trigger is achieved 
utilizing any conventional encoding program, such as, for 
example, RSA by Data Security (block 36) . This encoding will 
create a trigger of a few bytes comprising all of the neces- 
sary information to trigger the CD-ROM, and to invoke the 
video and/or audio data. 

Figure 7 shows the steps involved for de-crippling the 
data on the CD-ROM 3 of a receiving or end-user's computer l 
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(block 40) . A socket-to-socket connection is made between the 
host, or sending, computer and the receiving, or end-user's 
computer by means of the linking software described above 
installed on the end-UBer's computer (block 42) . The Internet 
Service Provider (ISP) of the end-user's computer's web of 
the Internet sends the data to the host computer's server 
over the Internet, which means that any number of local 
servers and gateways and routers will have been involved in 
transmitting the data, until it finally arrives at the server 

7 serving the web associated with the host computer (block 
42) . As soon as this socket-to-socket connection is made, the 
encoded trigger 5 is sent, at a rate of about 3.6 kbytes a 
second (block 44) . The end-user's computer has a specially- 
dedicated software program for catching' the key, decrypting 
the key 5 from the server and data from the CD-ROM 3, combin- 
ing the key and data and playing it back. This catcher is a 
software program discussed hereinbelow that will direct the 
incoming key, such as the header, to a random location in RAM 

8 such as cache directory, of the computer (block 46) and the 
key will only be visible to the program. The catcher is 
necessary, since, if it were not present, it is the "nature" 
of personal computers to randomly dump data which has not had 
a specific destination assigned to it. Thus, without the 
catcher, the incoming data may be strewn into a different 
directory and/or sub-directories, to, thus, be irretrievably 
lost. As soon as the encoded key 5 arrives and is stored in 
RAM by means of the catcher program, a subroutine "player" in 
the program in the receiving computer begins to decode the 
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trigger, in order to invoke; the correct track of the CD-ROM 
(block 4 8) , from which the data passes to the audio/video 
subsystem (8,13, Fig. 2), in order to play the video or audio 
(block 50) . It is noted, and emphasized, that as soon as the 
key has been decoded, the video and/or audio data is imme- 
diately "played" back by the audio/video subsystems (8,13, 
Fig. 2), bypassing the necessity of having to first store the 
key, or other trigger, on a hard drive before playback. 
Referring specifically to Fig. B, there are shown the server 
1, the user computer 2, and the software processes 3 used for 
transmitting the uncrippling key 4 over a network 5, the 
combining in RAM 6 of the key 4 and crippled data 7 from the 
CD-ROM 8, the rendering or displaying of the media data 9 
such as video/audio or animation on the display 10 or from 
the audio system 11, and the storing of the key 4 to non- 
volatile media 13, such as a hard drive, for permanent owner- 
ship of the encrypted CD media. 

It is noted that it is possible to "cripple" the 
video/audio data on the CD-ROM by other means other than 
deleting the header thereof. For example, the file could be 
made a hidden file, with the trigger data from the host 
computer being a command to remove the hidden status. Alter- 
natively, the video/audio file could have a changed exten- 
sion, with the trigger data from the host computer being a 
command to change the extension. Moreover, the crippling of 
the video/audio file may be achieved by the use of ZIP file, 
with the trigger data from the host computer being a command 
to UNZIP the data. It is, also, within the scope and purview 
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of the invention to use a floppy disk for storing the crip- 
pled file, as described above, for those applications requir-. 
ing less disk-memory, with the uncrippling data from the host 
server being sent to the floppy-diBk drive via the catcher 
program, as described above for uncrippling the data on the 
floppy-disk. Of course, the crippled file may .also be stored 
on any storage medium, such as the hard drive 11, with the 
uncrippling data from the host server being sent to the drive 
for that storage medium via the catcher program, as explained 
above. The uncrippling data may also be stored directly in a 
hard drive or EPROM so that the user has permanent access to 
it whenever he wishes to uncripple the file; that is, if the 
user wishes to permanently retain the crippled nature of the 
data on the CD-ROM, or floppy, he may permanently store the 
downloaded uncrippling data in hard drive in order to tempo- 
rarily uncripple the data on the CD-ROM or floppy every time 
that it is used, as long as such a.cc^ss is authorized by the 
server. 

Referring to Figs. 9-11, the above-discussed "catcher" 
program is shown. Encrypted files, such as the header for the 
crippled CD-ROM data at an end-user 1 s computer, is stored at 
a server associated with the Internet (block 100 in Fig. 9). 
This header-trigger or other file is encoded and encrypted 
in a conventional manner at. the server (blocks 102, 104). 
This encoding will create a header of about 50K or less 
comprising all of the necessary information necessary to the 
video and/or audio data on the CD-ROM, as is well-known in 
the art. Then, the encoded data is sent to the local web 
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server (block 3.6) in order to be sent out over the Internet, 
and then to the end-user computer. When the end-user computer 
requests that the trigger be downloaded, according to the 
process described above (block 106 of Fig. 10), the catcher 
program at the end-user computer receives the partial data or 
trigger, such as a header for the CD-ROM file (block 10 B) . 
The catcher program decodes the data, using a conventional 
decoder (block 110), and then sends the data directly the 
conventional player of end-user computer (block 112) for 
substantially immediate playback. As soon as the encoded 
header arrives and stored in the cache directory, the program 
entitled "player" in the receiving computer begins to decode 
the data, in order to re-generate the original binary code, 
from which the data passes to a conventional digital-to- 
analog converter, in order to play the video or audio. It is 
noted, and emphasized, that as soon as the header has been 
decoded, the video and/or audio data starts to play back by 
the digital-to-analog converter. That is, it is not necessary 
to store, the trigger data on a hard drive, although it is 
possible to do so, if it is desired to allow the end-user 
unobstructed access to the video or audio files on the CD- 
ROM, or the like, at any time in the future. 

Referring to Fig. 12, an alternative embodiment is 
shown. In this embodiment, the use of a hyperCD is obviated, 
and the video and/or audio, and other data, is downloaded via 
the Internet from a Web page (block 150) . The video and/or 
audio, and other data, are encrypted with an encryption key. 
Each user who is to be able to access the data at that Web 



WO 98/24037 PCT/US97/20929 

23 

page will have a corresponding decryption key (block 152) for 
decrypting- the data. In addition to the video or graphic or 
other data being sent, the Web site will also download the 
video player, such as JPEG, "QUICKTIME" , or the like, to the 
user's computer via the Internet. The player, such as JPEG, 
is also encrypted, so that even after the end user has . re- 
ceived ttie video and other data from the Web site via the 
Internet, the conventional player stored on the user's com- 
puter (block 154) will not be able to play the .video. The 
data emanating from the Internet is first identified with the 
requesting file of the user's computer (block 158), and then 
sent to the media player for playback (block 160) using the 
encrypted player, downloaded from the Web site. The encrypted 
player, such as JPEG, is decrypted, like the video data, 
using the decryption key (block 152) provided by the provider 
of the Web site. It is noted that before the video is down- 
loaded frrom the Web site via the Internet, the user must 
first enter his password or other protective feature. Accord- 
ing to this embodiment of the invention, videos at a Web site 
are protected from being viewed without proper authorization, 
and if the downloaded video were stored in memory of the 
user's computer, it would not be playable without first 
downloading the encrypted player, such as JPEG, from the Web 
site. Thixs, the Web provider is able to protect his video 
and/or gr-aphic data from being copied by the end user's 
computer. Although the end user may be able to print out a 
graphic, this would.be of very poor quality. It is also 
within scope and purview of the invention to download only 
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the encrypted player, for playing back encrypted video' and/or 
graphics already stored on the requesting, end user's comput- 
er. In this case, the video data may be supplied to the end 
user in other forms besides the Internet or Intranet, but 
still may not be played back without use of the encrypted 
player downloaded from the Web site and then decrypted by the 
decrypting key at the end user's computer. Alternatively, the 
encrypted player may be provided to the end user, and only 
the encrypted video files may be sent over the Internet or 
Intranet . 

Referring now to Fig. 13, a DVD-ROM disk 10 contains a 
full-length movie, play, special event, and the like. For 
playing the DVD-ROM, there is provided a DVD-ROM player 12, 
such as MPEG-2 for playing the video on a TV or monitor 14. 
Associated with the player is a microprocessor or CPU 16, 
such as that forming part of a PC, or a dedicated micropro- 
cessor. The microprocessor 16 conventionally communicates 
with the DVD-player 12 via data ports 18. Associated with the 
microprocessor is memory storage 2 0 for storing software that 
allows the system of the invention to discriminate between 
DVD-ROM's requiring pay-per-view play, and those that are 
free and do not require pay-per-view play. Specifically, when 
the . DVD-ROM to be played is provided with one of the three 
parental codes, then the software of the invention will treat 
that DVD-ROM in the conventional manner, by allowing instant 
playing thereof. Referring to Fig. 1, this is seen by the 
software determining that a non-pay-per-view DVD-ROM is 
present, or non-Hyper-DVD disk, and will automatically pro- 
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vide a trigger-signal 24 to a data switch 26. The data 
switch; upon receiving the trigger- signal , will, connect a 
conventional decryption chip 28 to the DVD-player 12, whereu- 
pon the data on the DVD-ROM is decrypted and played back, in 
the conventional manner. 

If ttie software of the invention has determined that the 
DVD-ROM 10 is a Hyper-DVD, that is, a pay-per-view DVD, by 
detection of a code 4 rather than one of the three parental 
codes, via the header extension or binary code on the DVD- 
ROM, then the communications -portion 3 0 of the software of 
the invention will seek to retrieve the enabling data from a 
service provider by calling the service -provider over the 
PSTN. According to the invention, this enabling data may be 
obtained from the Internet, or, alternatively, via a cable 
company service provider for those users having cable TV 
service. In the case of obtaining the enabling data from a 
cable-TV company/ the standard cable-box or set -tip box 
converter 32 is used for the communications. Also, for those 
users who utilize a cable box having Internet accessing 
device, the microprocessor 16 may be that microprocessor of 
the Internet accessing device itself, with the enabling data 
being transmitted from the Internet or from the cable TV 
provider. Instead of using a fourth parental code 4 for 
indicating the presence of a Hyper -DVD -ROM, a separate and 
distinct country code may be used, which country code, in- 
stead of representing an actual country, represents the a 
Hyper-DVD. The enabling data for allowing access to the DVD- 
ROM data may be any of those set forth in Applicants' above- 
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mentioned copending patent applications, such as missing 
header, etc., and may also include conventional password, ID, 
security methods, or other standard verification keys, which 
are well-known and conventional. 

After the user's software requests the downloading of 
the enabling data, the service provider will either send the 
data, of the requester is a valid customer and current on his 
account, or will reject the request. If the service provider 
transmits the necessary enabling data, then the ' software 
portion 3 0 of the invention sends the trigger-data 24 to the 
data switch 26 to connect the decryption chip 28 to the DVD- 
player 12 . 

While the invention is preferably suited for DVD-ROM 
disks, other large-storage disks, such as laser disks, video 
disks, etc., may embody the invention. Also, the invention 
may be used for those DVD-ROMs that do not employ parental 
and/or country codes; in this case,, the code on the DVD-ROM 
for indicating that it is a Hyper-DVD requiring a verifica- 
tion key or password from a service -provider may be any of 
those set forth in Applicants * copending applications listed 
above, such as supplying the missing header, or any other 
data for uncrippling the crippled data on the DVD-ROM. Also, 
the use of a password or key, and the like, which would be 
provided by the service -provider if the requester passes a 
set of requirements, such as credit check, and the like, may 
be used. 
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While specific embodiments of the' invention have 
been shown and described, it is to be understood that nu- 
merous changes and modifications may be made therein without 
departing from the scope, spirit and intent of the invention 
as set forth in the appended claims. 
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WHAT X CLAIM IS: 

CLAIM 1- A method of transmitting video and/or graphic data 
files over the Internet or Intranet from a Web site, compris- 
ing : 

(a) encrypting the video and/or graphic data and storing 
it at a Web site associated with a server; 

(b) encrypting a video player and storing it at the Web 

site ; 

(c) downloading the encrypted video and/or graphic data 
and encrypted video player of said steps (a) and (b) to a 
requesting computer via the Internet or Intranet; 

(d) prior to said step (c) , requesting the downloading 
of said encrypted video and/or graphic data and encrypted 
video player by the requesting computer; 

<e) decrypting the video and/or graphic data and video 
player at the requesting computer; and 

(f) playing back the decrypted video and/or graphic data 
via the decrypted video player. 

CLAIM 2 . A method of playing encrypted video and/or graphic 
data transmitted over the Internet or Intranet from a Web 
site, comprising: 

(a) requesting by an end user's computer the downloading 
of encrypted video and/or graphic data and an encrypted 
video player from a Web site of the Internet or Intranet; 

(b) receiving the requested encrypted video and/or 
graphic data and an encrypted video player from the Web site 
of the Internet or Intranet; 
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(c) decrypting the encrypted video and/or graphic data 
and encrypted video player at the requesting computer; and 

(f) playing back the decrypted video and/or graphic data 
via the decrypted video player at the end user r s computer . 
CLAIM 3. A method of preventing unauthorized use of video 
and/or graphic data, comprising: 

(a) encrypting the video and/or graphic data; 

(b) encrypting a video player; 

(c) storing at least one of the encrypted video and 
encrypted player of said steps (a) and (b) at a Web site of 
the Internet or Intranet ; 

(d) downloading at least one of the encrypted video and 
encrypted video player of said steps (a) and (b) to a re- 
questing computer via the Internet or Intranet ; 

(e) decrypting the encrypted video and/or graphic data 
and encrypted video player at the requesting computerl ; and 

(f) playing the decrypted video and/or graphic at the 
requesting computer via the decrypted player. 

CLAIM 4. The method of preventing unauthorized use of video 
and/or graphic data according to claim 3, wherein said step 
(c) comprises storing both the encrypted video and encrypted 
player of said steps (a) and (b) at the Web site of the 
Internet or Intranet . 

CLAIM 5. The method of preventing unauthorized use of video 
and/or graphic data according to claim 3, wherein said step 
(c) comprises storing the encrypted player of said step (b) 
at the Web site of the Internet or Intranet, said step (d) 
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comprising transmitting the encrypted, player to the request- 
ing computer . 

CLAIM 6. The method of preventing unauthorized use of video 
and/or graphic data, according to claim 5, wherein said step 

(a) comprises storing the encrypted video files at a request- 
ing end-user's computer. 

CLAIM 7. The method of preventing unauthorized use of video 
and/or graphic data, according to claim 3, wherein said step 
(c) comprises storing the encrypted video and/or graphic data 
of said step (a) at the Web site of the Internet or Intranet, 
said step (d) comprising transmitting the encrypted video 
and/or graphic data to the requesting computer. 

CLAIM 8. The method of preventing unauthorized use of video 
and/or graphic data, according to claim 7, wherein said step 

(b) comprises storing the encrypted player at a requesting 
end-user 1 s computer . 

CLAIM 9. In a large storage - capacity ROM-disk for storing 
large amounts of data, such as vicleo and audio, for playback 
by a player, said ROM-disk having at least one of a parental 
code means and a country code means thereon, the improvement 
comprising : 

additional code means thereon for preventing playback of 
said ROM-disk without enabling data. 

CLAIM 10. The large storage- capacity ROM-disk for storing 
large amounts of data according to claim 9, wherein said 
parental code means comprises one of a first code represent- 
ing children- only titles that may be played by said player, a 
second code representing that only adult titles are prevented 
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from being played by said player, and a third code represent- 
ing that all titles may be played by said player, wherein 
said additional code means for preventing playback of said 
ROM-disk without enabling data comprises a fourth code of 
said parental code, different from said first, second and 
third codes. 

CLAIM 11. The large storage -capacity ROM-disk for storing 
large amounts of data according to claim 9, wherein said 
country code means comprises one of a plurality of codes 
representing a specific country in" which said ROM-disk is to 
be played, said player having a corresponding code matching 
said one country code allowing playback of said ROM-disk, 
wherein said additional code means for preventing playback of 
said ROM-disk without enabling data comprises another unique 
country code, said another unique country code being one that 
does not represent an actual country. 

CLAIM 12. The large storage -capacity ROM-disk for storing 
large amounts of data according to claim 9, wherein said ROM- 
disk is a DVD-ROM disk. 

CLAIM 13. The large storage-capacity ROM-disk for storing 
large amounts of data according to claim 9, in combination 
with player means for playing back the data on said ROM- disk, 
said player means comprising differentiating means for dif- 
ferentiating between a ROM- disk having said additional code 
thereon, and a ROM-disk not having said additional code 
thereon, whereby when said differentiating means of said 
player means detects a ROM- disk without said another code 
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thereon, said player means automatically plays back the data 
thereon, and whereby if said differentiating means of said 
player means detects a ROM-disk with said another code there- 
on, said player means automatically generates a call to a 
service provider seeking to obtain said enabling data in 
order to allow playback of said ROM-disk. 

CLAIM 14. The large storage - capacity ROM-disk for storing 
large amounts of data according to claim 13, wherein said 
player means comprises enabling-data seeking means for call- 
ing a service provider for requesting the downloading of said 
enabling data; said player means further comprising a disk- 
player, trigger means, and switch means, said trigger means 
generating a trigger signal in response to the reception of 
said enabling data from the service provider for actuating 
said switch means for actuating said disk-player to play the 
ROM- disk . 

CLAIM 15. The large storage -capacity ROM-disk for storing 
large amounts of data according to claim 14, wherein said 
ROM-disk comprises encrypted data, said player means further 
comprising decrypting means for decrypting said data for 
playback; said trigger means triggering said switch means to 
couple said decrypting means to said disk-player for decrypt- 
ing said data in order to allow playback by said disk-player. 
CLAIM 16. The large storage-capacity ROM-disk for storing 
large amounts of data according to claim 14, wherein said 
player means comprises a microprocessor, and each of said 
enabling-data seeking means, trigger means, and switch means 
comprises software code operatively associated with said 
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microprocessor. 

CLAIM 17. The large storage-capacity ROM-disk 

for storing large amounts of data according to claim 13 , 
wherein said player means comprises enabling-data seeking 
means for calling a service provider for requesting the 
downloading of said enabling data/ and coupling means cou- 
pling said player means to a service provider, said coupling 
means comprising at least one of a modem for connecting said 
player means to said service provider, and a cable box for 
connecting said player means to a cable -TV service provider. 
CLAIM 18. The large storage-capacity ROM-disk for storing 
large amounts of data according to claim 16, wherein said 
ROM-disk is a DVD-ROM disk. 

CLAIM 19. A ROM-disk playing apparatus for discriminating 
between a large storage - capacity ROM- disk having playback- 
prevent code means thereon and a ROM- disk not having play- 
back-prevent code means thereon, comprising: 

a disk-player for playing back a ROM-disk; 

a microprocessor; 

memory means for storing software; 

software means comprising first means for detecting the 
presence of a ROM- disk having playback-prevent code means 
thereon; second means for generating a call to a service 
provider in response to said first means detecting the pres- 
ence of said code means, in order to retrieve enabling data 
for allowing playback of data on a ROM-disk; and third means 
for generating a trigger to allow said disk-player to play- 
back said data on a ROM-disk. 
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CLAIM 20. The ROM-disk playing apparatus according to claim 

19, wherein said memory means further comprises fourth means 
for decrypting encrypted data on a ROM-disk; said third means 
coupling said fourth means for decrypting to said disk-play- 
er . 

CLAIM 21 . The ROM-disk playing apparatus according to claim 

20 , wherein said disk-player comprises a MPEG-2 video player. 
CLAIM 22. The ROM-disk playing apparatus according to claim 
19, further comprising coupling means for coupling said 
second means for generating a call to a service provider, 
said coupling means comprising at least one of a modem and a 
cable box. 

CLAIM 23. The ROM-disk playing apparatus according to claim 
19, in combination with a DVD-ROM disk, said DVD-ROM disk 
having at least one of a parental code means and a country 
code means thereon, and playback-prevent code means thereon 
for preventing playback of said ROM-disk without enabling 
data ; 

CLAIM 24. The ROM-disk playing apparatus according to claim 
23, wherein said parental code means comprises one of a first 
code representing children-only titles that may be played by 
said disk -player, a second code representing that only adult 
titles are prevented from being played by said disk-player, 
and a third code representing that all titles may be played 
by said disk-player , wherein said additional code means for 
preventing playback of said ROM-disk without enabling data 
comprises a fourth code of said parental code different from 
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said first, second and third codes. 

CLAIM 25. The ROM-disk playing apparatus according to claim 
23, wherein said country code means comprises one of a plu- 
rality of codes representing a specific country in which said 
ROM-disk is to be played, said disk-player having a corre- 
sponding code matching said one country code allowing play- 
back of said ROM-disk, wherein said additional code means for 
preventing playback of said ROM-disk without enabling data 
comprises another unique country code, said another unique 
country code being one that does not represent an actual 
country. 

CUlIM 26. A method of labeling a DVD-ROM comprising: 

(a) encoding the DVD-ROM with a code that prevents 
playback of the data on the DVD-ROM without first obtaining 
enabling data; 

(b) said step (a) comprising encoding the DVD-ROM with 
at least one of a new parental code different from those used 
for parental control of playback of DVD- titles, and a new 
country code that does not actually represent a country. 
CLAIM 27. A method of playing back a large storage- capacity 
ROM -disk, compri s ing : 

(a) reading a ROM- disk via a player apparatus, and 
differentiating between a ROM-disk encoded to prevent play- 
back thereof without enabling data, and a ROM-disk not encod- 
ed to prevent playback without enabling data; 

(b) playing the ROM-disk if it is not encoded to prevent 
playback without enabling data; 

(c) generating an enabling-data request to a service- 
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provider if the ROM-disk is encoded to prevent playback 
without enabling data; 

(d) sending the enabling-data request to a service- 
provider for requesting the return- sending of enabling data 
that will enable the playback of the ROM-disk with code to 
prevent playback; 

(e) receiving the enabling data from the service provid- 
er ; and 

(f) enabling the playback of the ROM-disk with code to 
prevent playback by the player apparatus in response to said 
step (e) . 

CLAIM 28. The method of playing back a large storage -capaci- 
ty ROM-disk according to claim 27, wherein before said step 
(a) : 

(g) encoding a ROM-disk to prevent playback without 
having first obtained enabling data therefor. 

CLAIM 29. The method of playing back a large storage -capaci- 
ty ROM-disk according to claim 27, wherein said step (d) 
comprises communicating with a service provider by at least 
one of the Internet and a cable -box. 

CLAIM 30. The method of playing back a large storage -capaci- 
ty ROM-disk according to claim 27, wherein said step (f). 
comprises connecting a decryption means to the player appara- 
tus for decrypting the encrypted data on the ROM-disk. 
CLAIM 31. The method of playing back a large storage- capaci- 
ty ROM-disk according to claim 27, wherein said step (a) 
comprises reading a DVD disk. 

CLAIM 32 . A method of transmitting data invoking a crippled 
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file on a storage medium containing video and/or audio over a 
network, comprising : 

(a) converting analogue video and/or audio data into 
digital data; 

(b) storing the digital data representing the video and/or 
audio on a storage medium for use by an end user's computer; 

(c) crippling the video and/or audio files on the storage 
medium , whereupon the files are rendered unplayable without 
.an uncrippling trigger; 

(d) storing uncrippling trigger data at a host computer for 
use in uncrippling the data files on the storage medium; 

(e) transmitting the uncrippling trigger data from the host 
computer through a network to the end-user's computer with 
which the storage medium having the crippled data files 
thereon is associated; 

(f) . receiving the uncrippling trigger data at the end- 
user's computer in the volatile RAM of the end-user's 
computer; and 

(g) instantly uncrippling and playing the crippled data 
files on the storage medium by means of combining the 
uncrippling trigger data sent by the host computer in said 
step (e) with the crippled data on the storage medium. 

CLAIM 33. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, wherein said step 
(f) comprises catching the uncrippling trigger data the 
crippled data files and directing the encoded text format data 
to a specific directory- location of the end-user computer. 
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CLAIM 34. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, wherein said step 
(c) comprises removing the header data from the video/audio 
files; said step (d) comprising storing the header data 
representing the header data removed from the video/audio 
files in said step (c) . 

CLAIM 35. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, wherein before said 
step (e) , encoding the uncrippling trigger data from binary 
format into encoded text format data; and after said step 

(f ) , decoding the encoded text format data back into binary 
format . 

CLAIM 36. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, wherein said step 

(g) is carried out immediately after said step (f ) , and 
immediately after said step (g) , playing the video and/or 
audio on a player. 

CLAIM 37 ■. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 36, wherein said step 
(f) comprises directing the incoming uncrippling trigger data 
to a cache directory; said step (g) being performed while 
said uncrippling trigger data is in said cache directory for 
immediate playback of said video and/or audio files on said 
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storage medium. 

CLAIM 38. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 35, wherein said step 
of encoding the uncrippling trigger data from binary format 
into encoded text comprises converting the binary data into 
seven-digit ASCII code . 

CLAIM 39. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 36, said step of play- 
ing comprising converting the digital binary data back into 
analogue . 

CLAIM 40. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, wherein said stor- 
age medium comprises memory means for representing the neces- 
sary information for automatically and directly connecting 
via the Internet the end-user's computer, with which the 
storage medium is associated, to a host computer which 
stores the uncrippling trigger data for the video/audio files 
on the storage medium . 

CLAIM 41 . The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 32, further comprising: 

(h) allowing, by server-permission only, the end-user the 
ability to store said trigger on non-volatile media for permanent 
ownership of said data. 

CLAIM 42. A method of transmitting data invoking a crippled 
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file on a storage medium containing video and/ or audio data 
over the Internet, comprising: 

(a) storing uncrippling trigger data at a host computer for 
use in uncrippling video/audio files on a storage medium ; 

(b) transmitting the uncrippling trigger data from the host 
computer through the Internet to the end-user's computer with 
which the storage medium having the crippled files thereon is 
associated; 

(c) receiving the uncrippling trigger data at the end-user's 
computer over the Internet; and 

(d) uncrippling the crippled data files on the storage 
medium by means of the uncrippling trigger data sent by the host 
computer in said step (b) . 

CLAIM 43 • The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
data over the Internet, according to claim 42, wherein said 
step (c) comprises catching the uncrippling trigger data for 
the crippled data files and directing the encoded text format 
data to a specific cache-directory location of the end-user 
computer for immediate playback of the video and/or audio 
data . 

CLAIM 44. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
data over the Internet, according to claim 42, wherein before 
said step (a) , removing the header data from the video/audio 
files; said step (d) comprising restoring the header data 
representing the header data removed from the video/audio 
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CLAIM 45 • The method of transmit ting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
data over the Internet, according to claim 42, wherein before 
said step (b) , encoding the umcrippling trigger data from 
binary format into encoded text format data; and after said 
step <c) , decoding the encoded text format data back into 
binary format . 

CLAIM 46. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
data over the Internet, according to claim 42, wherein after 
said steps (c) and (d) are carried substantially simultane- 
ously so that is carried out immediately so that the video 
and/or audio data may be played back substantially immediate- 
ly after said step (d) . 

CLAIM 47. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 43, wherein said step 
(c) comprises directing the incoming uncrippling trigger data 
to a -cache directory. 

CLAIM 48 • The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 42, wherein said stor- 
age medium comprises memory means for representing the neces- 
sary information for automatically ' and directly connecting 
via the Internet the end-user's computer, said method fur- 
ther comprising before said -step (a) , automatically and 
directly connecting the end user's computer to the host 
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computer which has stored thereat the uncrippling trigger 
data for the video/audio files on the storage medium by means 
of the memory means of the storage medium for representing 
the necessary information for automatically and directly 
connecting via the Internet. 

CLAIM 49. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 42, wherein said step 
(a) comprises storing at least one of the following: 
Video/audio header data; data for removing the hidden- status 
flag for the video/audio data files on the storage medium; 
data for unzipping the zipped data files of the video/audio 
data files on storage medium; data for changing the extension 
of the video/audio data files. 

CLAIM 50. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 42, wherein said stor- 
age medium comprises at least one of : CD-ROM, floppy disk, 
and hard drive . 

CLAIM 51. The method of transmitting data invoking a crip- 
pled file on a storage medium containing video and/or audio 
over the Internet, according to claim 47, further comprising 
permanently storing the incoming uncrippling trigger data in 
ROM of the end-user's computer, for repeatedly uncrippling 

the crippled file when the playing thereof is required. 

CLAIM 52. In a CD-ROM for use with a computer, which CD-ROM 

Internet comprises memory means for storing binary data 

thereon, the improvement comprising: 
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said memory means containing data" files representative of : 
video and/or audio; 

said data files being crippled, whereby, without uncrippling 
trigger data, said data files are not capable of being played by 
a computer . 

CLAIM 53. The CD-ROM for use with a computer according to 
claim 52, wherein said crippled data files lack the necessary 
audio/video header information . 

9 

CLAIM 54. The CD-ROM for use with a computer according to 
claim 52, in combination with an end-user's computer for use 
in playing back the data files on the CD-ROM, a host computer 
having, a memory storing said uncrippling data thereon, and 
the Internet system linking said end-user's computer with 
said host computer, whereupon said host computer's sending 
said uncrippling data stored in said memory thereof to said 
end-user's computer, said crippled data files on said CD-ROM 
associated with said end-user's computer is uncrippled and 
rendered playable . 

CLAIM 55. A method of transmitting data over the Internet 
invoking a crippled file contained on a storage medium con- 
taining stored, crippled digital-data information, compris- 
ing: 

(a) storing uncrippling trigger data at a host computer for 
use in uncrippling the data files on the storage medium; 

(b) transmitting the uncrippling trigger data from the host 
computer's server through the Internet to the end-user's computer 
with which the storage medium having the crippled .data files 
thereon is associated; 
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'(c) receiving the uncrippling trigger data at the end- 
user's computer; and 

(d) uncrippling the crippled data files on the storage 
medium by means of the uncrippling trigger data sent by the 
host computer in said step (b) . 

CLAIM 56. A method of receiving triggering data for a crip- 
pled file at a receiving computer over the Internet, compris- 
ing : 

(a) establishing a socket -to- socket connection between a 
host computer, from which the video and/or audio trigger data 
is being transmitted on the Internet, and a receiving 
computer or terminal ; 

(b) receiving the trigger data over the Internet at the 
receiving computer or terminal, said trigger data allowing 
the uncrippling of the vide and/or audio files stored at the 
receiving computer ; 

(c) catching the trigger data at the receiving computer 
or terminal, and directing the trigger data to a specific 
directory location in computer memory of the receiving 
computer or terminal ,* 

(d) decoding the trigger data into binary format, and, 
thereafter; 

(e) playing the video and/or audio files stored at the 
receiving computer . 

CLAIM 57. The method of receiving triggering data for a 
crippled file according to claim 56, wherein said step (c) 
comprises directing the incoming encoded text format data to 
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a RAM cache directory. 

CLAIM 58. An apparatus for receiving de-crippling video 
and/or audio data over the Internet at a receiving computer 
or terminal, comprising: . 

a computer means comprising at least one memory means 
for fixedly storing information, said memory means storing 
crippled video and/or audio files; 

means for establishing a point-to-point connection 
between the computer means and a host computer from which the 
de- crippling video and/or audio data is being transmitted on 
the Internet, and for receiving the de-crippling video and/or 
audio data over the Internet; 

said memory means of said computer means further 
comprising software means for catching the de- crippling video 
and/or audio data and directing it to a specific directory- 
location in the RAM of said computer means, and for directing 
the de- crippling video and/or audio data to a player means 
for the playing thereof ; 

said computer means further comprising player means for 
playing the video and/or audio, said de-crippling video 
and/or audio data thereby allowing the playing of the video 
and/or audio files stored on said memory means. 

CLAIM 59. The apparatus for receiving de-crippling video 
and/or audio data over the Internet at a receiving computer 
or terminal, according to claim 58, wherein said software 
means for catching the de- crippling video and/or audio data 
directs the de-crippling video and/or audio data to a cache- 
directory of RAM . 
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